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ABSTRACT 

 

The expansion of e-commerce has made 

online reviews a primary factor in consumer 

purchasing decisions. However, the rise of 

fake reviews reduces trust in these platforms 

and creates confusion for buyers. This 

project develops a multi-modal detection 

system that analyzes both text and image-

based reviews to identify fraudulent content. 

For textual data, we use Natural Language 

Processing (NLP) with the NLTK library 

and TF-IDF feature extraction to find 

patterns in deceptive writing. For images, 

Perceptual Hashing (pHash) is used to flag 

duplicate photos often used in fake reviews. 

Our system categorizes reviews using a 

Naive Bayes classifier and visualizes the 

results for specific products via bar graphs. 

Experimental results show high accuracy, 

helping consumers make more informed 

choices. 

 

Keywords: Natural Language Processing, 

Machine Learning, Image Hashing, E-
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INTRODUCTION 

The rapid expansion of e-commerce 

platforms has fundamentally changed the 

way consumers purchase products and 

services in the modern era. In this digital 

marketplace, online reviews have become a 

cornerstone of the decision-making process, 

providing critical information regarding the 

quality, performance, and overall 

satisfaction of a product before a transaction 

occurs. Many shoppers depend heavily on 

these peer reviews to gain a realistic 

understanding of a product based on the 

actual experiences of previous users. 

However, the integrity of these platforms is 

currently threatened by the proliferation of 

deceptive online reviews. These fake 

reviews are often strategically posted to 

either artificially inflate the rating of a 

specific product or to maliciously damage 

the reputation of competing items. Such 

"opinion spam" is frequently composed to 

mimic the tone and style of genuine 

customer feedback, making it difficult for 

the average user to distinguish between 

authentic experiences and manufactured 

praise. Furthermore, the scale of this 

problem is amplified by the use of 

automated tools and coordinated groups 

capable of generating massive volumes of 

fraudulent content. Because of these factors, 

the detection of deceptive reviews has 

become an essential area of study within 

machine learning and data mining. 

Traditional research in this field primarily 

focused on Natural Language Processing 

(NLP) to analyze writing styles, sentiment, 

and specific word patterns. However, 

modern e-commerce sites now allow users 

to supplement their text with images to 

verify their purchases. Relying solely on 
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text analysis is no longer sufficient to 

achieve high accuracy in these multi-modal 

environments. To address these limitations, 

this study proposes a comprehensive system 

that analyzes both text and image data. By 

integrating NLP techniques like 

tokenization and stop-word removal with 

image processing methods such as 

Perceptual Hashing (pHash), the system can 

identify both linguistic inconsistencies and 

suspicious visual duplicates. This multi-

modal approach aims to increase the 

accuracy of fake review detection, 

ultimately helping consumers make more 

reliable and informed purchasing decisions. 

 

LITERATURE REVIEW  

The rapid expansion of e-commerce 

platforms has fundamentally altered 

consumer behavior regarding the 

procurement of products and services. In 

this digital landscape, online reviews have 

emerged as a primary information source, 

offering critical insights into product quality 

and performance benchmarks. These user-

generated evaluations are essential for 

mitigating risk before a purchase decision is 

finalized. Many consumers rely on these 

collective experiences to bridge the 

information gap between the digital listing 

and the physical product. However, the 

integrity of these platforms is currently 

challenged by the proliferation of deceptive 

online reviews. Such fraudulent content can 

mislead consumers and significantly 

undermine the systemic credibility of e-

commerce marketplaces [1, 2]. The primary 

motivation behind posting fake reviews is 

typically to artificially inflate the rating of a 

specific product or to systematically 

disparage the reputation of competing items. 

In most cases, these deceptive entries are 

carefully crafted to mimic the linguistic 

style and sentiment of genuine customer 

feedback. Furthermore, large volumes of 

such reviews are often generated through 

automated scripts or coordinated groups. 

Consequently, the detection of deceptive 

reviews has become a critical research 

objective within the fields of machine 

learning and data mining [3, 4]. Earlier 

investigations in this domain primarily 

focused on analyzing textual content using 

Natural Language Processing (NLP) 

techniques. These methods examine 

linguistic features, including writing style 

and sentiment polarity, to differentiate 

between authentic and fabricated reviews. 

However, modern e-commerce websites 

now frequently allow users to supplement 

text with images. In these multi-modal 

environments, relying solely on text-based 

analysis is often insufficient for achieving 

high detection accuracy [5, 6]. To improve 

the reliability of detection, contemporary 

methods have begun incorporating the 

analysis of both text and visual data. For 

textual analysis, techniques such as 

tokenization, stop-word removal, and 

stemming are applied to isolate significant 

features. These features are then converted 

into a numerical format using the Term 

Frequency-Inverse Document Frequency 

(TF-IDF) method. For visual analysis, 

Perceptual Hashing (pHash) is utilized to 

identify duplicate or near-duplicate images 

that may indicate fraudulent activity [7, 8]. 

This research proposes a multi-modal fake 

review detection system that processes both 

textual and image-based data. The system 

utilizes the NLTK library for text 

preprocessing and pHash for image 

similarity checks. By allowing users to input 

specific Product IDs, the system generates a 

visual representation of the findings via bar 

graphs, distinguishing between genuine and 

fake content to assist consumers in informed 

decision-making [9, 10]. 

 

Proposed System 

The objective of the proposed research is to 

identify the existence of fake reviews on 

online shopping websites by examining the 

reviews posted on the websites as well as 

the images accompanying the reviews. This 

is done by following these steps: collecting 

the reviews from available sources. A 

dataset is created that contains the review 

text along with the corresponding images. 

After gathering the data, the dataset is 
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arranged and prepared so that it can be used 

for further processing. The next step is data 

preprocessing. Data preprocessing improves 

the quality of collected data. Natural 

Language Processing techniques are applied 

for textual data using the Natural Language 

Toolkit library for processing the data. In 

this stage, the text data is tokenized, 

unnecessary words are removed, and the 

review data are cleaned. All these 

operations are done to make the data more 

suitable for analysis. Meanwhile, image data 

is also processed in a way that useful 

information from images can be obtained in 

later stages. In the next stage, feature 

extraction is done on the preprocessed data. 

In this stage, data is transformed into a 

numerical format that is suitable for 

analysis. For textual data, the TF-IDF 

algorithm is applied to obtain useful words 

in reviews and transform the data into a 

numerical format. For image data, 

perceptual hashing (pHash) is used to 

measure the similarity between images. In 

case images are found similar in multiple 

reviews, it could be a potential indicator of 

suspicious activity. After extracting the 

features, the dataset is split into training and 

testing subsets for model development and 

evaluation. While the training data set can 

be used to learn how to differentiate 

between real and fake reviews, the testing 

data set can be used to determine how well 

the system is performing. Finally, the 

performance of the system can be 

determined through the evaluation measures 

such as accuracy, precision, recall, and F1 

score. The results of the analysis are 

represented through a bar graph that 

displays the number of real and fake 

reviews according to a given product ID. 

This method could help in the detection of 

fake reviews and could also help users in 

making more informed purchasing decisions 

when shopping online.  

 

 
Figure 1: Architecture of the Multi-Modal Detection System 

 

As illustrated in Figure 1, the system 

follows a sequential pipeline starting from 

data acquisition to the final visualization. 

The text and images associated with a 

Product ID are extracted and passed through 

separate processing streams. The textual 

stream uses the NLTK library for cleaning 

and TF-IDF for vectorization, while the 

image stream uses pHash to identify 

recycled visual content. These features are 

then merged and processed by the Naive 

Bayes classifier to determine the review's 

authenticity. 

 

Data Collection 

The amazon fine food reviews dataset which 

can be accessed through the Kaggle 

platform has been used for this research the 

dataset used for this research contains the 

customer reviews of the food items 
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available on amazon this dataset contains 

thousands of data related to the reviews of 

the food items with various attributes such 

as productid UserId, ProfileName, 

Helpfulness, Numerator helpfulness, 

Denominator score time summary and text 

these attributes contain the information 

related to the product as well as the 

customer who has written review text is 

analyzes to understand customer opinions 

while the productid helps associate each 

review with its corresponding product after 

obtaining the dataset the analysis of the 

collected reviews are processed using 

natural language processing methods 

implemented through the TF-IDF method 

will be used to convert the text data into 

numerical form. 

 

Data Pre-Processing   

Before the development of the model, the 

text of the review, along with the images 

associated with the review, is processed 

based on the requirement for the analysis. 

For text data, Natural Language Processing 

is performed using the NLTK library. First, 

the text being reviewed is preprocessed by 

removing the punctuation, symbols, and 

other unwanted characters. Then, the 

separation of the words from each other is 

done using the tokenization method. 

Common words that do not contribute to the 

analysis process are removed. This is done 

by applying the stop word filtering method. 

After the completion of the preprocessing, 

the TF-IDF method is applied for the 

transformation of the text into numerical 

feature values, which can be used for the 

analysis. Similarly, the images associated 

with the reviews are prepared before the 

analysis, such that the useful information 

can be obtained for the detection of 

suspicious/duplicated content.   

 

Confusion Matrix  

Confusion matrix is a performance 

evaluation metric for the fake review 

detection system. This works on the 

principle of comparing the labels that the 

model has predicted with the labels that are 

available in the dataset. By doing this, it 

becomes possible to identify the correct as 

well as the incorrectly classified reviews. 

Using the information that is available 

through the confusion matrix, it becomes 

possible to calculate the accuracy, precision, 

recall, F1 score, etc. This will provide a 

clear idea about how effectively the model 

can differentiate between the real reviews 

and the fake reviews.   

 

 
Figure 2: Confusion Matrix 

 

TRAINING  

In this work, the Naive Bayes classifier is 

applied to develop the fake review detection 

model. Once the preprocessing stage is 

complete, the review dataset with the textual 

information and the imagerelated data is 

ready for training. The textual reviews are 

transformed into numerical representations 

using the TF-IDF method, while image 

information is analyzed using perceptual 

hashing (pHash). The processed feature set, 

together with the corresponding review 

labels indicating whether a review is 

genuine or fake, is provided to the Naive 

Bayes algorithm. During this stage, the 

model learns the relationships between the 

extracted features and their associated 

classes, enabling it to identify patterns that 

distinguish authentic reviews from 

fraudulent ones.   

 

Testing  

After the training phase, the dataset is 

divided into training and testing sets in a 

70:30 ratio. Finally, the Naive Bayes model, 
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which has already been trained, is used on 

the test data to check whether the review 

belongs to the original category or the fake 

category. The output values are compared 

with the actual values to check the 

performance of the model. Various 

performance metrics are calculated to check 

the effectiveness of the model to detect the 

fake reviews posted on various e-commerce 

sites. In the project, the Naive Bayes 

algorithm has been used as a classifier to 

classify the reviews as genuine or fake 

reviews. Naive Bayes is a probabilistic 

approach to machine learning and text 

classification because of the ability to 

process huge amounts of data with high 

efficiency. It is derived from Bayes’ 

theorem and estimates the probability that a 

review belongs to a particular class based on 

the extracted features from the data.  

 

Classification  

After the reviews are preprocessed, the 

features are obtained using the TF-IDF 

algorithm for text data and perceptual 

hashing algorithm for image data. These 

obtained features are then used as input to 

the Naive Bayes classifier algorithm. It 

learns from the obtained features from the 

given data set and then classifies the 

reviews in the test data set into different 

categories. After that, the efficiency of the 

classifier is measured using accuracy, 

precision, recall, and F1 score to measure 

the efficiency of the classifier in detecting 

fake reviews.   

 

RESULTS 

The performance of the proposed 

multimodal fake review detection system 

was evaluated using several key metrics: 

accuracy, precision, recall, and the F1-score. 

These metrics are derived from a confusion 

matrix, which summarizes the model's 

predictions by comparing predicted labels 

against the actual labels in the dataset. 

 

Accuracy = (TP + TN) / (TP + TN + FP + FN)       (1) 

Precision = TP / (TP + FP)          (2) 

Recall = TP / (TP + FN)          (3) 

F1-Score = 2 * (Precision * Recall) / (Precision + Recall)      (4) 

 

In the above equations, TP stands for True 

Positive, TN stands for True Negative, FP 

stands for False Positive, and FN stands for 

False Negative.   

The results obtained using the proposed 

system clearly indicate the efficiency of the 

proposed system in detecting fraudulent 

reviews.  

 
Table 1: Performance Metrics 

Performance Metrics   Naive Bayes Model   

Accuracy   0.91   

Precision   0.91   

Recall   0.91   

F1-Score   0.91   

 

Visualization Of Results 

The system provides a clear identification of 

correct and incorrect classifications through 

a confusion matrix, which compares 

predicted labels against the actual labels in 

the dataset. As shown in the Confusion 

Matrix shown in figure 2, the model 

successfully identified a high volume of 

reviews, allowing for the precise calculation 

of the performance metrics listed in the 

table 1. The user interface of the Fake 

Review Detection System allows for real-

time analysis by entering a Product ID, 

manual text, or uploading an image. The 

final output is presented to the user through 

a clear visual indicator. For instance, when a 

suspicious image is detected via perceptual 

hashing, the system flags it as a "Fake 

Review". Finally, the system can visually 

present the distribution of results for a 

specific product ID in the form of a bar 

graph, representing the total count of real 

versus fake online reviews to help 

consumers make informed purchasing 

decisions as shown in Figure 3.  
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Figure 3: System User Interface 

 

CONCLUSION 

The proposed multimodal fake review 

detection system successfully addresses the 

growing challenge of deceptive content on 

e-commerce platforms by integrating both 

textual and visual analysis. By utilizing 

Natural Language Processing (NLP) 

techniques and the NLTK library for 

preprocessing, alongside TF-IDF for feature 

extraction, the system identifies significant 

linguistic patterns within review text. 

Simultaneously, the implementation of 

perceptual hashing (pHash) provides a 

robust mechanism for detecting duplicate or 

near-duplicate images, which often indicate 

fraudulent activities. The application of a 

Naive Bayes classifier facilitates the 

efficient categorization of reviews into 

genuine or fake classes, achieving a high-

performance metric of 0.91 across accuracy, 

precision, and recall. Ultimately, this 

research demonstrates that combining 
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multimodal features significantly enhances 

detection accuracy over traditional text-only 

methods, providing consumers with a 

reliable tool for making informed 

purchasing decisions and restoring trust in 

online review ecosystems. 
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